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Introduction

Data has become one of the world’s most valuable raw materials for business
operations. At the same time, the use of data in companies is under close scrutiny,
as an increasing number of customers demand more transparency in how compa-
nies collect and use data, and the opportunity to influence the use of their data.

The fair use of data is part of responsible business and, at its best, creates a
new competitive advantage for companies. Seeing data as a resource and includ-
ing it in corporate social responsibility (CSR) makes it easier to understand
different perspectives related to the use of data. Fundamentally, data is an
expense item resulting from the collection and storage of data, for example.
Only the insights, services and products yielded by its full use and refinement
create added value for a company.

The responsible use of personal data has already become an integral part of
companies everyday operations as legislation has evolved. Particularly major
impacts could be seen when the EU’s General Data Protection Regulation
(GDPR) entered into force in May 2018. Compliance with the General Data
Protection Regulation is an important step towards a more sustainable use of
data. However, according to a recent communication (pdf) from the European
Commission (European Commission 2020a), the GDPR still offers rather lim-
ited possibilities for influencing data control, from an individual’s perspective.
From this perspective, organisations have, to an increasing extent, an obligation
- and simultaneously a good opportunity - to exceed the requirements of the
GDPR. European companies have the ingredients to make themselves pioneers
of a fair data economy, increasing their attractiveness as partners and strength-
ening their competitiveness on the global market.

In genuinely human-driven business, the sustainable use and management
of data is an essential part of CSR. The definition of the relationship between
these two, data and CSR, is only just beginning. In spring 2020, Sitra decided to
start reviewing, defining and outlining this theme as a part of [HAN® — the fair
data economy project (Sitra 2020). The content of the memo was created as an
output of the Making data part of CSR workshop series (Sitra 2020), co-ordi-
nated by Sitra and FIBS (FIBS 2020), the Nordic countries’ leading promoter of
sustainable business. Representatives from dozens of large and small companies
and public-sector organisations in Finland participated in the workshops in
between February and June 2020.

The memo is especially intended for management, business developers,
customer relationship management (CRM) professionals and those responsible
for IT administration and CSR. We hope that it is also helpful for management
consultants and analysts as well as marketing and communications professionals.
We also want to highlight existing concrete solutions, good practices and tools
that aim at the fair use of data. Above all, we wish to encourage organisations to
look at their business and CSR practices from a new perspective.

This work is part of IHAN, Sitra’s fair data economy project, which aims to
improve the competitiveness of European companies by promoting a human-
driven, trust-based European data market.
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Summary

The starting point of a human-driven fair data economy is to create the abil-
ity for an individual to influence the use of their data as part of a viable and
fair digital ecosystem. In a fair data economy, individuals are seen as active
agents, not solely sources of data or objects at whom supply is targeted.

Companies have the responsibility to act respectfully, fairly and trans-
parently towards both customers and partners, which should also be seen in
the use of data. In the future European data economy, data will be shared
more freely in successful ecosystems. In fair data partnerships, data is shared
between different parties with consent based on mutual agreements in a
seamless and transparent way.

Data has become an important resource and raw material for companies,
the smart and responsible use of which yields benefits both for the company
itself and for its stakeholders. As a result, it is also useful to review the role of
data within the framework of CSR.

Data responsibility is considered a phenomenon that overarches all areas
of CSR. Traditionally, corporate responsibility is divided into economic,
social and environmental responsibility. CSR is linked to human rights, sus-
tainable development, social factors and good governance. A responsible
company operates in compliance with law, regulations, rules and interna-
tional conventions and is capable of reporting on its operations and results
transparently. Companies for which CSR is a strategic focus area strive to
exceed statutory requirements and build responsible business into a compet-
itive advantage.

The aim of international guidelines based on voluntary action is to pro-
mote companies’ responsible operations and reduce the negative impacts of
their operations on the environment and human rights. For example, the key
voluntary guidelines for multinational companies are the UN’s Guiding
Principles (UN Human Rights 2020) and the OECD’s Due Diligence Guid-
ance (OECD 2018). Some of the guidelines based on voluntary action have
also been included as obligations in EU and national legislation. Thus far,
legislation has focused on regulating particularly high-risk sectors or setting
an obligation to report on actions with which companies implement due dili-
gence (Ministry of Economic Affairs and Employment 2020, pdf in Finnish.)

This memo looks into the role of data as part of responsibility and com-
piles proposals, practices and ways to develop the company’s operations
towards a more ethical, human-driven and sustainable data-use culture and
business.
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In this memo, we present three theses, on the basis of which companies can
promote a more responsible use of data.

Thesis 1. Dialogue with stakeholders is indispensable for data-responsible
business.

Thesis 2. Data-sharing partnerships promote sustainable business but
require strategic decisions.

Thesis 3. Example solutions show the way to others.

In addition, the memo describes the distinguishing characteristics of a
data-responsible company and proposes actions for companies promoting
data-responsible operations. Our main argument is that the successful digital
services of the future are built on new kinds of business models, are based on
trust and create value for everyone: companies, the individual and society.

The key distinguishing characteristics of a data-responsible company are as

follows.

— The company has defined the essential data responsibility themes by
reviewing data-related opportunities and threats both from its own per-
spective and from that of its stakeholders.

— The company creates value with the aid of data - even gratuitously - not
only for its own operations but also for people, society and the environ-
ment.

— The company is transparent about the collection, management, use,
sharing and erasure of data.

— The company’s consideration of the rights of individuals exceeds statu-
tory requirements.

— The company understands its data repositories and has the competence
required to use them.

— The company has defined ethical principles for developing and using
algorithms and artificial intelligence.

— The company collects data appropriately and transparently and sees to
good data life-cycle management.

— The company shares data with its stakeholders.

Using data fairly is an item already on the CSR agenda of pioneering compa-
nies. For digital services targeted at consumers in particular, the key is that
the consideration of the rights of individuals exceeds statutory requirements.
At the moment, attention is paid particularly to data-security and priva-
cy-protection questions, but the theme should be examined more exten-
sively. More efficient use of companies’ data repositories is also an important
part of CSR. By sharing data, a company can generate well-being not only for
itself but also in its surroundings. Full and transparent use of data under
common rules supports responsible business and enables business growth.
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1. What does data as part of CSR
mean?

1.1 Responsible use of data builds a fair data
economy

The data economy is an area of the economy in which business models are
based on various forms of data use. The EU has become aware of the oppor-
tunities it offers and in spring 2020 it published a new European strategy for
data (European Commission 2020b), aimed at increasing the competitive-
ness of European companies. The data strategy pursues a single European
market for data, where data flows more freely between different sectors. This
makes new business models and new, innovative digital services possible.

Sitra has compiled a list of proposals to make the European data strategy
work, intended both for companies and for decision-makers (Sitra 2020).
Proposed actions include, for example, the strengthening of the rights of
individuals for the sharing, management and use of their data and solidifying
data competence among both individuals and companies.

In a fair data economy, services and data-based products are created
ethically and in a manner that creates value and well-being for everyone:
individuals, companies and society. Companies can create completely new
kinds of benefits and advantages when they share data in data partnerships
and networks among companies and other parties in a sustainable manner
and with individuals’ consent.

CSR applies to both personal and inter-company data. However, the
starting point of a fair data economy is a human-driven approach and the
innovation of new business models and services with the aid of personal and
other data.

The principles for a European data economy also emphasise a
human-centric approach and sustainability. The principles highlight access
to and the sharing of data, the strengthening of individuals’ ability to act, the
significance of innovation as well as trust and learning. On the basis of these
aspects, companies can also review and develop their operations.
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Principles of a fair data economy: Principles for a human-centric, thriving and
balanced economy (pdf) (adapted) (EU Council 2019).

PRINCIPLES OF A FAIRDATA ECONOMY

SHARING TRUST INNOVATIONS

A Organisations share A Organisations are transparent in A On a fair data economy
data with their their use of data. There are market, the best
stakeholders, which sustainable rules for the sharing services win regardless
makes a functional and use of data (in Europe). The of who has developed
data market possible. data that is shared is of high them.

quality, data is collected and
used ethically and data creates
added value for all parties.

ACCESS COMPETENCE HUMAN-CENTRIC
By default, access to A fair data economy favours APPROACH
essential data of each leadership and culture of Organisations respect the
sector is provided on fair, experimentation and the rights of individuals, provide
reasonable and non-dis- organisational culture and them with easy access to
criminatory terms. practices are actively data collected about them
developed. and offer easy and compre-

hensive tools for controlling
the reuse of their data.

1.2 Status of data responsibility

As a consequence of the EU’s General Data Protection Regulation, companies
protect the privacy of their customers better. However, when it comes to the
sharing of data, the situation is not as good, even though 49 per cent of Finn-
ish companies have reported that they already share data (pdf) (Sitra 2019)
with other companies. There is still a lot of room for improvement in how
and to whom data is shared. It is noteworthy that large companies share less
data than small and medium-sized enterprises (SMEs) (CTO Forum 2019).

A survey (N=47) conducted among Finnish companies by Sitra in spring
2020 indicates that the companies who responded to the survey still have a
long way to go to the comprehensive, responsible use of data. The survey is
indicative and requires further examination. However, it is worth noting that
while the respondents believed that the responsible use of data creates added
value for the company’s business, specific action to ensure the more respon-
sible use of data was often lacking. For example, nearly half of the companies
that the respondents represented had no data strategy for different data-use
aspects (data acquisition, management, storage, sharing and so on). Com-
municating the organisation’s use of data to external parties appears to be a
weakness in general.
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However, it should be taken into account that in different companies the
responsible use of data is probably understood differently. This is one of the
reasons why it is important to increase and establish a shared understanding
of this theme.

Almost a quarter (23%) of the respondents believed that added value
could be created to some degree. A small proportion (9%) of the respondents
were of the opinion that there would be hardly any added value created, but
none of the respondents stated that no added value would be created at all.

In my view, the responsible use of data creates added
value for the company’s business...

A lot ‘ 53%
Rather a lot ‘ 15%
To some degree ‘ 23 %
Barely at all 9%
Not at all
0% 10% 20% 30 % 40 % 50 % 60 %

In my opinion, the responsible use of data is already at a good
level in our company and this issue is given sufficient attention

Yes 30% ‘
No
I can't say 8%

0% 10 % 20 % 30 % 40% 50 % 60 % 70 %

The majority reported that their company aims to achieve a competitive
advantage through the responsible use and management of data. Most
believed that the responsible use of data creates added value. Data plays a
significant role in the future plans of companies but at the same time, data
competence and understanding vary. Well over half of the respondents said
they need assistance and support from various parties. Support for making
sustainable use of the potential of the data economy is needed from various
sources, including regulation, expert organisations and other companies.

Many of the respondents indicated that the responsible use of data is not
yet at the desired level among companies and that this topic is not given
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sufficient attention. With regard to the use of data concerning individual
people, pressure from consumers is a fairly new phenomenon, and the
actions and thinking of companies are lagging behind to some degree. If we
think of data-related CSR as, for example, a larger company having the
responsibility to share its data repositories with smaller companies, this type
of thinking is even more recent. This means that companies that act swiftly
would have the opportunity to differentiate themselves, develop their com-
petences and reap the benefits earlier than others.

In addition to competence development, there is a need to make the
operating conditions more favourable to Finnish and European companies to
enable them to compete with the giants of the international data economy on
a more equal footing and to create data economy success stories in Europe
that differentiate themselves by making fair use of data.
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2. Dimensions of the responsible
use of data

The CSR focus areas are determined in organisations on the basis of their
significance for the company’s value chain, business and stakeholders. In
traditional thinking, a company’s primary goal is to generate profit for share-
holders. In a sustainable business model, a company redefines its ecosystem
and operating models, which it uses to strive to create value for all of its
stakeholders (Porter and Kramer 2011).

From the perspective of business benefit, there is scientific proof that
companies’ sustainability programmes not only correlate positively with
good financial performance but also play a substantial role in achieving this
performance level (Whelan, Tensie, Flink, Carly 2016). (McKinsey 2014;
Ameer and Othman 2012.)

Other research also supports the thinking described above. For example,
a survey conducted by Nielsen in 60 countries in 2015 showed that 66 per
cent of consumers would pay more for sustainably produced products and
brands. When compared to previous years, the growth in the percentage was
significant (2014: 55 per cent; 2013: 50 per cent). Nielsen’s consumer
research survey conducted in the United States before the COVID-19 pan-
demic revealed that 74 per cent of millennials prefer, as far as possible, buy-
ing products and services that match their values. There are many consumer
studies with similar findings. Nevertheless, the phenomenon should also be
viewed from the personnel’s perspective as losing valuable experts is expen-
sive for companies. According to the World Federation of Advertisers
(WFA), a global organisation representing advertisers, 82 per cent of the
employees of its member organisations would consider leaving the company
if the company’s use of data was not ethical.

2.1 Data as aresource that increases trust

When assessing their CSR, companies often use the UN’s Sustainable Devel-
opment Goals (pdf) (UN 2020) or focus on the aspects of environmental and
social responsibility and good governance. Traditionally, use of data has been
considered to be part of social responsibility, through actions and aspects
related to customers’ data security and privacy protection.

Sitra’s The Use of Digital Services survey in 2019 (Sitra 2019) targeted at
the general public showed that many people wished that the use of data col-
lected about individuals was transparent and that there were means, such as
a fair data label, for identifying companies that use data in an ethically fair
manner. The survey was conducted in four European countries and it also
revealed people’s concern about their privacy and a lack of trust in digital
service providers.

To ensure that the responsible use of data also yields business benefits,
the topic should be looked at from a wider perspective than one that simply
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concerns questions related to privacy protection. Viewing data from the
perspective of economic responsibility and treating it equally to the compa-
ny’s other resources may reveal new kinds of innovation opportunities, make
processes more efficient and, as a result, reduce costs.

Data without a purpose is an expense item. Only the full use and refine-
ment of data results in new services and innovations that serve society and
individuals more extensively and in novel ways.

Including the responsible use of data in CSR supports traditional
data-related risk-management methods and helps to identify and manage
risks such as business, customer, data security and reputation risks. On the
other hand, transparency in data use helps to increase the confidence of
customers, employees and other stakeholders in the company’s operations or
the service being used. Trust capital can be seen as one of a company’s key
success factors.

Unlike conventional business risks, social and environmental risks often
emerge over a longer period of time and may have diverse impacts on a com-
pany’s operations. The retroactive management of the resulting impacts may
be challenging for the company. The effects of a data leak or a data breach
can be seen immediately but it takes a longer time for trust, a critically
important factor for business, to erode. It is also more difficult to perceive
especially if customer relationships are distant and service development is
carried out purely from the company’s own perspective.

2.2 Data sharing as a responsible act
Data becomes a more integral part of a company’s responsible operations
when it starts to benefit not only the company itself but also the company’s
partners, society or individuals in the form of better services, for example. As
with all resources, the responsible and efficient use of data seeks economic
growth and profitability. According to a recent report (Glougherty Jones,
Gartner 2020), organisations that share data with their partners get three
times the business benefits when compared to companies that do not share
their data. When CSR is expanded to apply to the sharing of data (pdf) (Sep-
pald & al, 2019) in responsible data networks (Malkamaki 2020), companies
create added value for each other and stakeholders, such as their customers.
But how can a company recognise the current and future significance of
data for its business and competitiveness and create principles and processes
that release data for sharing? As data sharing is probably a greater risk and
expense item than data erasure, it should be justified with short-term or
long-term benefits for the company. Other challenges associated with data
sharing may be, for example, actions or questions related to data manage-
ment, lack of tools and technology, attitudes among stakeholders or legal
obstacles and data security questions. On the other hand, organisations
should take a moment to consider the risks and lost opportunities resulting
from a decision not to share data. (Clougherty Jones (Gartner) 2020.)
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A data strategy helps organisations grasp their data repositories, better
understand and use the data they have, identify gaps and, consequently, ease
the sharing of data through ecosystems. Data-sharing partnerships are created
with parties that collect, store and share data responsibly and transparently. A
well-functioning data strategy helps organisations achieve these goals. (Way-
rynen 2020.)

2.3 Assessing the environmental impacts of data
use

The environmental and climate impacts (Seppéld, Ylhdinen, Hiekkanen
2020) of data use should also be taken into account. In addition to the reduc-
tion of negative impacts, attention should also be paid to benefits yielded by
data, enabling the protection of the environment and biodiversity and the
mitigation of climate change.

Energy consumption in the ICT sector is increasing as the number of
devices and the volume of data transferred grow rapidly. The greenhouse gas
emissions and material consumption resulting from ICT operations have
been given relatively little attention when compared to the emissions gener-
ated by other sectors, such as industry. Environmental impacts are generated
by data centres, ICT networks, terminal devices and the use of services.
Forecasts indicate that, in 2030, more than one fifth of the world’s energy
consumption will be attributable to the ICT sector.

For example, minimising the collection of unnecessary data and, as a
result, using machine and computation capacity more efficiently as well as
choosing energy-efficient solutions are measures that improve both environ-
mental and social responsibility.

Dimensions of the responsible use of data

Data sharing

Data responsibility

Rights and privacy Considering
of individuals, the energy
transparency and consumption

reporting of data use
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3. Towards more ethical data use
and business

What kinds of things should companies and organi-
sations take into account when aiming to make data
a more integral part of CSR? The development of a
company'’s responsible use of data can begin on the
basis of three key theses.

3.1 How can the sustainability of business be
promoted from the perspective of fair data use?
- Three theses

Thesis 1. Dialogue with stakeholders is indispensable for
data-responsible business

The development of business and services in co-operation with stakeholders
helps to understand customers’ points of view on the use of data as well.
Trust capital can be increased with comprehensible, truthful and honest
interaction. Companies can promote dialogue with their stakeholders by the
following means, for example:

— Dby actively taking part in discussions on the use of data in different forums;

— by comprehensibly communicating about their data use and operating
models both internally and with those outside the organisation;

— by making use of the available interaction-enhancing tools for planning
the ethical use of data, such as the Data Ethics Canvas (Source: Open
Data Institute).

Companies that use customer data intensively should see the opportunities
offered by including customers and partners in data-use processes.

Thesis 2. Data-sharing partnerships promote sustainable
business but require strategic decisions

A company’s data strategy is a central element of developing the data-sharing
ecosystem. The data strategy links the digital development of data to the big
picture. It also addresses how to operate within the company to create value
from data with services and products. Companies should define:

— what kind of data generates the highest value;

— where it is collected from and how it is used;

— what kinds of benefits data sharing offers and what kinds of benefits are
sought;

— what kinds of partners are included in co-operation and what kinds of
requirements they are subject to.
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In addition, solutions that promote the sharing of data, such as joint agree-
ment models, are needed. For example, the Rulebook for a fair data economy
(Sitra 2020) is an open toolbox that makes it easier and faster to build and
join responsible partnerships. The rulebook contains ready-made agreement
templates and code-of-conduct templates. It can also function as a way of
demonstrating responsible data sharing and use models to funders, partners
and markets.

Thesis 3. Practical models and example solutions show the
way to others

Specitic examples are needed to identify as clearly as possible how data is
managed and how its use is promoted. Copying good practices and making
one’s own practices more visible accelerate the journey towards a fair data
economy ecosystem.

For example, transparent and clear reporting also helps to develop key
internal processes and increases trust between a company and its partners
and customers. Open and active partner communications about the means
and methods that the organisation applies to manage and use data increase
transparency and co-operation opportunities. A good method is to use exist-
ing channels for showcasing the organisation’s own good practices.

3.2 Examples of a fair data economy

Background and the company's relationship with data

Sensotrend generates visualised information from blood glucose and insulin pump
data and data from several well-being applications. It provides the patient with this
data so that they can use it in their care process and during a doctor’s or nurse's
appointment. Visualisation can reveal the reasons behind blood glucose changes.

What was the challenge — what problem is being solved?

No single application is a perfect match for the needs of all diabetics. In the best
model, the same data can be accessed by several different applications, each of
which produces its own view from it and thus meets the needs of its users.

The data processed by the service is also considered very valuable for the develop-
ment of medicines, for example. If the ecosystem for the secondary use of health
and well-being data is built correctly, it will create new business opportunities for
well-being applications. However, there are many challenges related to the sharing
of data between different parties.
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Solution

Well-being applications like Sensotrend’s service that have an active and confiden-
tial relationship with their users are in an ideal position to enable the secondary use
of data.

What is needed for sharing data between different parties is an ecosystem that
includes fair and profitable terms and conditions for all parties and in which the
individual decides for what purposes their data can be used.

Service ecosystem

Sensotrend's application integrates data from dozens of medical devices and
well-being applications. There are more than 100 different sources of data. Sen-
sotrend does not store the health and well-being data itself but acts as a service on
different platforms. For example, the Personal Health Record in the Kanta Services
is one such platform in Finland (Kanta 2020).

Together with other well-being application providers, Sensotrend aims to build an
ecosystem for the secondary use of the data generated by different applications, in
medicine research, for example.

Companies often see themselves at the core of an ecosystem but in reality, ecosys-
tems will really start growing only when companies join platforms operated by other
parties.

Vision of the future

The value of data increases when it is shared. Sensotrend sees that the human-
driven and secure use of data offers a major competitive advantage. Business mod-
els and services that share data fairly in ecosystems benefit the members of the
entire data-sharing network, especially the end customer. Ecosystems applying open
and fair principles have greater potential for growth and sustainability than closed
ecosystems.

In the future, more personalised services will increase, which will also increase the
individual's power to choose the services that are the most suitable for them. From a
customer point of view, it would be ideal if fair services could be recognised and
chosen on the basis of a fair data logo, for example.

Tips for others

The harmonisation of operating models and standards is needed to serve individuals
appropriately. Individuals learn to identify fair data services and companies better
when services or applications become more harmonised with the aid of easily recog-
nisable standard terms of use, for example.
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Background and the company's relationship with data

Oriola's digital research platform combines national registry data and information
reported by patients themselves about pharmaceutical treatment. The platform
serves both medicine research and patients. Oriola’s operations are data-intensive
and data-use opportunities are being developed.

What was the challenge — what problem is being solved?

It has been difficult to acquire patients’ self-monitoring data for medicine research.
Previously, efforts to recruit respondents through different online channels led to
situations in which the majority of them quit the survey when asked to give their per-
sonal identity code. For example, feedback from cancer patients indicated that they
would like to participate in surveys, but they did not want to give their personal iden-
tity code on online channels. A reliable platform that consumers could trust was
needed for collecting data.

Solution

The solution in particular serves medicines' real world evidence (RWE) studies.
These studies help combine official registry data with pharmaceutical treatment
information reported by patients. With the platform developed by Oriola, people
participating in studies can use strong identification, give their consent electroni-
cally and control the use of their data. It increases the transparency of research and
enables the safe combination of various types of data in a manner that preserves
the patient’'s anonymity.

Service ecosystem

The research platform is developed by Oriola but the developer of its components,
consent wallet and strong identification is the Vastuu Group. The ecosystem also
includes the Finnish Institute for Health and Welfare and the Association of Cancer
Patients in Finland as well as pharmaceutical companies as users of data. Data is
shared with the individual's consent. Benefits are distributed among all ecosystem
participants.

Vision of the future

Ecosystem thinking will become stronger. Oriola's goal is to expand the use of the
platform and gather a group of patients that can be reached for purposes related to
medicine research and patient support services, on the basis of the consent given by
them.

The vision is increasingly extensive medicine research, in which the patient’s voice is
heard. Another important goal is to publish results yielded by data produced by
patients themselves to a larger audience. Sharing data for societal decision-making
is part of CSR. Co-operation between the public sector and companies must be fur-
ther promoted in the use of data.
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Tips for others

Silo-based thinking should be abandoned and wider perspectives should be adopted.
Parties operating in different fields should seek to combine the data repositories
they manage to form a broader insight of different phenomena and impact mecha-
nisms. One example of this is the combination of health data with other data.

It is also a question of attitudes and adoption of new operating models. A wide vari-
ety of parties, ranging from the private sector to the public sector, are needed to
participate in the process. The aim is to learn to use data more extensively in society.

Background and the company's relationship with data

OP Financial Group operates in a data-intensive sector. Data is an absolute necessity
and one of the most significant assets. Data is raw material, which requires invest-
ments in refinement and serves as a basis for creating added value to the customer
and operational efficiency. At the same time, data is an expense item. Data has no
intrinsic value: its value is generated by its link to the customer and business. A data
balance sheet makes the company’s information capital visible, helps understand
data value chains and provides information about data use transparently.

What was the challenge — what problem is being solved?

OP Financial Group has a market share of 40 per cent in the banking and insurance
business and, as a result, huge information capital. However, before the data balance
sheet, the realisation of benefits yielded by the company’s data was not strategic
enough. A data balance sheet differs from a financial balance sheet in that it can
take into account the significance of information capital in the company’s operations
and service innovation development.

Solution

The aim of the data balance sheet was to make OP Financial Group's information
capital more extensively visible. The process was also based on the Data Protection
Ombudsman’s recommendations for organisations’ data balance sheets. The goal
was to build OP’s data balance sheet so that it serves especially business and cus-
tomers.

CSR also played an important role in the development of OP's data balance sheet,
but it was decided to publish the actual report separately from CSR reporting.

Service ecosystem

The data balance sheet compiles the company’s data-related operations and serves
a wide variety of different stakeholders. OP also expects its partners to have strate-
gic insight into data use.
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Vision of the future

When it comes to CSR, the ESG (environmental, social and corporate governance)
model could include data as one area, in which privacy protection is an essential
aspect. Ethics-related artificial intelligence is also indirectly linked to this.

The environmental perspective is also important: attention must be paid to the
energy efficiency of data use or the minimisation of data collection. In the future,
collecting data about everyone and everything will not be possible or sensible.

In the area of economic responsibility, questions about income from data and data
valuation must also be considered. OP’s goal is that the data balance sheet will
develop and become better defined year by year. A longer-term goal is to make
information capital valuation possible.

Tips for others

There are various ways to realise a fair data economy. OP Financial Group has made
conscious efforts to invest in tools and has thus integrated the more efficient use of
data into its corporate culture.

Partnership and platform economies are still in their infancy. Companies have a lot
to learn about building partnerships and about the role of data in business models.
There is also still a lot to do to find new business models. The strategic use of data
starts from management sponsorship.

Responsible operations increase customers’ willingness to give their consent to the
use of their data. As a result, better services can also be offered to customers. The
customer’s consent and trust enable better data-based customer service.
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L. Distinguishing characteristics
of a data-responsible company

4.1 Data responsibility increases trust

The responsible processing of data means that data generated by people’s
actions and that influences people’s lives is processed justly and ethically,
applying open principles. This kind of processing protects data sources’
privacy and right to self-determination and builds the trust required for
innovations.

A thorough analysis of data responsibility from an ethical perspective
also helps concentrate on just the right issues. Ethical analysis is related to
not only compliance with existing legislation and data-use rules but also the
maintenance and building of trust, the pace of technological development
and a deeper understanding of data use (Internet Society 2019) (pdf).

Data ethics can be looked at from three perspectives. The first perspec-
tive focuses on data itself and how it is generated, stored, collected, shared
and used. The ethics of algorithms are related to automation and its relation
to the processes of data processing. The ethics of practices concentrates on
the responsibilities and liabilities of organisations and people involved in the
above processes. (Lehtiniemi 2020.)

The distinguishing characteristics of a data-responsible company pro-
vided in this memo are derived from the principles for a European data
economy described above (page 8). The realisation of responsible data use
begins when the company does its best to ensure the transparency of data
use and the life cycle of its data repositories, as well as considers the individ-
ual’s wishes and rights in a manner that exceeds the requirement of the
GDPR. In addition, the company must ensure that it has an understanding of
and updated competences for managing its data repositories. This also
makes it possible for the company to share data with its stakeholders and, as
a result, increase the volume and diversity of its data repositories.

Data responsibility consists of tangible actions. The table below contains
recommendations for actions and operating methods that a data-responsible
company or organisation should promote in its operations.

4.2 Actions and practices of a data-responsible
company

When an organisation wants to promote its responsible use of data it should
scrutinise the operations in its different functions both internally and exter-
nally. The following table contains views collected from the organisations
that participated in workshops between February and June 2020, listing the
areas that companies or organisations should pay attention to during their
journey to the more responsible use of data.



CORPORATE SOCIAL RESPONSIBILITY ENCOMPASSES DATA — Perspectives and proposals for promoting the responsible use of data 21

Actions and practices of a data-responsible company

Data-related The future Data strategy is The neces- Decisions are
internal and perspective is a core compo- sity of made on the
external taken into nent:itis existing data basis of the
guidelines can account in the important to is deter- company'’s
be found and planning of understand and mined on the | data strategy.
accessed operations — define what basis of its Ready-made
easily. e.g. changes in kinds of data materiality. agreement
customer can be acquired Future and non-dis-
needs and the for use and scenarios are | closure
operating shared — as well used in data templates are
environment. as from where strategy used.
and how this work.
data can be
acquired.
Responsibili- The customer Data skills and Those Internal
ties are clear. perspective is competence are | responsible processes are
The ability to taken into taken care of for data clear before
communicate account at throughout the management | the company
them compre- different organisation. and related participates
hensibly, both organisational decisions, in data-shar-
internally and levels, also systems and ing networks.
externally, is outside the actions are
ensured. customer defined
interface. clearly.
Open guide- Accessibility Itis ensured If necessary, Only reliable
lines about and different that there is external parties are
data-use rules, | user skill openness assistance is chosen as
terms and levels are regarding the used to partners
conditions are taken into types of data promote the —the
prepared for account when collected and sharing of partners’
internal use communicat- the reasons and data with data use,
and for ing about data purposes for partners. management
co-operation use. Consum- data collection. and principles
partners. Itis ers' different An understand- are also
ensured that roles as data ing is estab- clearly
terms of use sources are lished about the described.
and state- taken into kinds of data
ments are easy | account. that are worth
to understand. sharing with
each partner.
The company Customers are | Agile co-opera- Co-operation | Inco-opera-
actively takes included in the | tion experi- is carried out | tion projects,
partin development ments are with other the advan-
discussions on of processes carried out and parties to tages,
the use of data | and opera- customer needs | find good benefits and
in different tions. are identified practices. roles of all
forums. A with the aid of parties are
culture of existing data. described
openness is clearly. Data
fostered. sharing must
benefit
everyone.
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5. Vision - How to proceed
towards the fair use of data

Why should an organisation take the responsible use of data seriously and
concentrate on it? The key reason is trust. When consumers’ or other com-
panies’ distrust towards data collection increases, data-responsible opera-
tions and services are able to stand out and may create a competitive advan-
tage for the company.

Data-responsible operating does not only mean minimising data collec-
tion and fine-tuning practices but also putting oneself in the position of a
data source. Questions such as the following may be helpful in considering
the topic. “If I were a user of this service, would some of its uses of data sur-
prise me? Or dismay me?”. Or, “If my company’s use of data were published
in a news story tomorrow, would I worry about our reputation?” (Internet
Society 2019).

In consumer businesses in particular, marketing and customer relation-
ship management practices should be reconsidered. Companies should ask
themselves a few basic questions about the fair data economy. Do the compa-
ny’s marketing and data-management practices meet the individuals’ need
for respect for their privacy? Is the starting point of service development an
active and open dialogue with customers and do customers perceive the
company as a reliable partner that is capable of making new, personalised
services available? Do maximal data collection and the energy used for it
serve the company’s climate goals?

Actions are a better way to build trust than words. In customer interac-
tion, a responsible business approach can be seen as openness and, in more
tangible forms, as fair cookie policies and reasonably short terms of service
that are easy to understand. Product information is offered actively through
clear communications that are readily available to customers throughout
value and delivery networks. Communications are always bilateral or multi-
lateral: the customer and their needs are at the centre of service development
from the outset. Easy-to-use tools and user interfaces with which the cus-
tomer can influence the use of their data are developed and offered proac-
tively. They also serve as a feedback channels to the company or the ecosys-
tem service. As a rule, data collected through marketing is based on needs
and optimised, not maximal, and it is used fully and responsibly in service
development.

There are already proven examples and tools for promoting data respon-
sibility and they are constantly being developed further. It is useful for com-
panies and organisations to learn more about existing solutions when they
are starting their journey towards a fairer use of data.
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Rulebook for data sharing

The Rulebook for a fair data economy offers a framework for the
safe and transparent sharing of data as well as agreement tem-
plates to help build data networks. The rulebook describes the
legal, business, technical and administrative principles to be fol-
lowed by organisations when sharing data in a data network. The
rulebook also pays attention to the ethical principles and
requirements related to data protection and the privacy of indi-
viduals.

Testbed

Ihan.fi (Sitra 2020) is a development testbed for fair digital ser-
vices. Practical tools and pilot applications of a fair data econ-
omy are collected on the ihan.fi website, which supports service
development with the one-stop-shop principle. Service develop-
ers can log in to the development environment and test the
building of fair data economy services on the testbed with ready-
made technical components, as well as bring their own data to
the testbed for others to use.

Fair data criteria (being developed)

The criteria are based on the principles of a data economy and
provide companies with a set of criteria and indicators, with
which organisations can review their operations in relation to the
fair and efficient use of data. On the basis of the criteria devel-
opment, a fair data certificate is being planned to enable compa-
nies to differentiate themselves as promoters of the sustainable
use of data in the future.

23
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Other tools used by companies and organisations to promote
the efficient use of data

Data strategy

The creation of a holistic data strategy makes it easier to recog-
nise business opportunities offered by the data used by the com-
pany. A good data strategy helps organisations better under-
stand and use the data they have, identify gaps and ease the
sharing of data through ecosystems.

Data balance sheet

A data balance sheet contributes to the decision-making ability
of an organisation’'s management and meets the information-re-
lated needs of customers and stakeholders. It gives an overview
of the current status of the organisation’s data processing and
the data flows used. The data balance sheet is part of leading an
organisation with information and can be used as an organisa-
tion's internal knowledge asset management report. It can also
be used as a tool for reporting on key data processing issues to
the organisation’s stakeholders (Office of the Data Protection
Ombudsman 2012 — pdf in Finnish).
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Conclusions

We hope that the actions and means described in this memo help companies
in a more comprehensive consideration of their opportunities to promote the
responsible use of data and its role in their business development and CSR.
In addition, we hope that the views and development ideas presented in the
memo inspire discussion about this topic in different fields — not only in
companies but also among political decision-makers.

In Sitra’s survey, more than half of the companies indicated they need
support from various parties with regard to data sharing and the responsible
use of data. Examples of these parties include the government and its regula-
tory and supervisory bodies, advocacy organisations, various networks and
experts. There is room for development at different levels, ranging from
decision-making to the grass-roots level, to ensure that a data economy
based on European values starts yielding the benefits that can be expected
from it.

Sitra’s fair data economy project looks at the promotion of a human-
driven data economy from various perspectives, one of which is the inclu-
sion of data in CSR. Ethical, legal, economic and social perspectives are all
important when it comes to the fair use of data. Consequently, a holistic
approach at the data strategy level is useful, reduces sporadic, random
actions and, at its best, increases the efficiency of different customer or pro-
duction processes.

We would like to thank the participating company and public-sector
representatives who devoted their time during the spring and summer 2020
to participating in the Making data part of CSR workshop series and who
have made their expertise available to us by commenting on the results and
bringing new perspectives into play. The memo is a summary document of
discussions with the companies and their views. The interest and enthusiasm
of the pioneer companies has been crucial for the progress of this work.
Special thanks for interviews and good practical examples to OP Financial
Group, Oriola and Sensotrend.

Even if this topic is already familiar to some companies, it is new for the
majority, and thus requires further review and analysis as well as the building
and establishment of best practices. Work now continues with the develop-
ment of the fair data economy criteria, for example. In the near future, the
criteria will help companies assess the data economy maturity of their opera-
tions. Another goal is to promote the creation of a fair data label or other
means to enable people to identify and choose products and services that use
data responsibly. The steps and solutions presented in this document make it
possible for organisations to prepare themselves for a fair data economy of
the future.
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