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Data Space

Decentralised infrastructure for trustworthy
data sharing and exchange in data ecosystems
based on commonly agreed principles.

SITRA

https://design-principles-for-data-spaces.org
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Soft infrastructure

How do participants interact in and between spaces (solution neutral). General building
blocks that are harmonised for each data space. Not all services are obligatory to each case.

INTEROPERABILITY TRUST DATA VALUE GOVERNANCE

Data Models & . Metadata & Discovery Overarching cooperation
Formats IGentity nanage ment Protocol agreement

Access & usage control /

policies Data Usage Accounting Operational (e.g. SLA)

Data Exchange APls

Publication &
Marketplace Services

Provenance and

traceability Continuity model

Trusted Exchange

I Technical Building Blocks I Governance Building Blocks

https://design-principles-for-data-spaces.org
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Approach to realise the potential of data spaces

Standardisation
peployment

Convergence

Awareness

DEP'O.YITIEnt

Experimentation

2021 2031

Figure 16 Schematic activity streams for the coming decade towards data spaces and their soft infrastructure (source:

BDVA).
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Data spaces technology landscape

(some examples)
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Key roles in data spaces

Collective Has data Provides Receives Receives Intermediate |Provides Provides
name rights data data rights to data transactions | services Governance
Gaia-X Participant Data Owner Provider Consumer End User Federator - -
MyData Actor Person Data Source Data Using - Operator - Ecosystem
Service Governance
Sitra Rulebook | Member - Data Provider - End User Operator Service Provider |-
IDS Participant Data Owner Data Provider Data Consumer | Data User Metadata Broker | Identity Provider, | Data Space
Vocabulary Authority
Provider... (in IDSA rulebook v2)
FIWARE Participant Data Owner Data Provider Data Consumer | - Marketplace Platform Governance
Provider Provider Body
Data - Data Subject/ |- - Data User Data -
Governance Act Data Holder Intermediation -

Service
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https://docs.google.com/document/d/1Oi9jbudEMmIMhMBEKiHrbp9HTNOJBMCP7yoXMxJ2A20/edit#bookmark=id.zcvzimq7mawt
https://docs.google.com/document/d/1Oi9jbudEMmIMhMBEKiHrbp9HTNOJBMCP7yoXMxJ2A20/edit#bookmark=id.wzoyi3kteqyg
https://docs.google.com/document/d/1Oi9jbudEMmIMhMBEKiHrbp9HTNOJBMCP7yoXMxJ2A20/edit#bookmark=id.i71t1m1y7uqz
https://docs.google.com/document/d/1Oi9jbudEMmIMhMBEKiHrbp9HTNOJBMCP7yoXMxJ2A20/edit#bookmark=id.batxca5w2cxs
https://docs.google.com/document/d/1Oi9jbudEMmIMhMBEKiHrbp9HTNOJBMCP7yoXMxJ2A20/edit#bookmark=id.75ydbvdxyw0d
https://docs.google.com/document/d/1Oi9jbudEMmIMhMBEKiHrbp9HTNOJBMCP7yoXMxJ2A20/edit#bookmark=id.fahpxl5vqjb5
https://docs.google.com/document/d/1Oi9jbudEMmIMhMBEKiHrbp9HTNOJBMCP7yoXMxJ2A20/edit#bookmark=id.abzxffvqyg58
https://docs.google.com/document/d/1Oi9jbudEMmIMhMBEKiHrbp9HTNOJBMCP7yoXMxJ2A20/edit#bookmark=id.c89ug36nx8df
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Shaping the future of federated data infrastructure together -
secure, open and transparent



Gaia-X & GXFS

S\\127
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FEDERATION SERVICES :’7}\:
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= What is Gaia-X?

= @Gaia-X is a Framework for a Federated and Secure Data
Infrastructure

= What is the goal?
= The goal of Gaia-X is innovation through digital sovereignty

= This is achieved by establishing a decentralised ecosystem in
which data is made available, collated and shared in a
trustworthy environment where users always retain
sovereignty over their data

= Who leads Gaia-X?

= Led by Gaia-X European Association for Data and Cloud AISBL
https://gaia-x.eu/




What is Gaia-X developing

<\ \/ //
GAia-X =<az-=
FEDERATION SERVICES

GXFS TEARS
4

= The Gaia-X community consist of multiple
stakeholders who are specifying and developing a set
of functional and interoperable components
consisting of:

= Federation Services and other technical
components

= Governance Framework

= Trust Framework

Trust Frame-
work

A

L &

Label
Critieria
L1-L3

L Ya



Gaia-X Federation Services - GXFS

Gaia-X

FEDERATION SERVICES

GXFS

\i17
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= What is GXFS?

= GXFS is the toolbox that makes the concept of Gaia-X
operational

= What s the goal?

= Delivering the minimum technical requirements/set of
services needed to build and operate this cloud-based, self-
managed data infrastructure ecosystem

= Who leads GXFS?

= Different project teams are working ondeveloping
Federation Services

GXFS-DE- the German project, is led by eco, funded by
the German Federal Ministry of Economic Affairs and
Climate Action




GXFS — Toolbox

FEDERATION SERVICES

GXFS TEARS
4

What is GXFS Toolbox?

Minimum set of services, necessary to operate
Gaia-X Federations

Output will be technical specifications and baseline
open-source code (APL2)

After initial promotion continuous improvement
through community-driven work on the open-
source code via Gitlab

Further hand over to Eclipse Foundation as
Community Project in Q1 2023

Application of
standards

@® Open Specifications

Reference
implementation
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= It is important to understand that the services:
= will not be provided by a central authority,

= each Federation will be able to use the reference open-source code of the Gaia-X Federation Services
toolbox to then build apps and services that match the requirements in their respective Federation

= The Federator of a Federation will be tasked with providing these services

= This is because requirements towards the specific tools may diverge depending on the industry in question.
For instance, an Automotive Federation might have very different requirements than an Insurance
Federation

= Through the development of open-source code, the Participants of a Federation are enabled to develop
Gaia-X conformant services, and can flexibly design the user interface in a way that’s best suited to serve a
Federation’s needs
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The Role of Federations A 22242
A RN

Cooperation of organizations based on topics,
domains, industries, etc.

Participants work together at eye level for common
goals - agree on joined rules, objectives, technology

Federators are entities to operate the Federation
and are assigned by the Federation

GXFS are basic services that ensure interoperability
according to Gaia-X rules




GXFS: Toolbox Components FUIUPA =
GXFS 7
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Find the code in GitLab

Identity &
Trust

Portal & Federated
Integration Catalogue O

Compliance ‘ | Sovereign Data @

Exchange @

14 December 20292



Federation Services Model
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ldentity & Trust

Federated Catalogue

Sovereign Data Exchange

Who am | dealing with legally?

What am | being offered and
who is responsible for it?

How do | maintain sovereignty
over my data when working
with third parties?

How can | check this and
obtain reliable evidence?




GXFS Deliverables by Q3/2022

Identity & Trust

Based on the Self-Sovereign Identity (SSI) Concept
these services provide the ability to handle
decentralized identities and digital trust
establishments

Q

— Authentication/Authorization

— Organization Credential Manager
— Personal Credential Manager

— Trust Services

Federated Catalogue

Repository where participants can find other
participant’s information, service offerings in =
the shape of self-descriptions /’

— Core Catalogue Features
— Self-Description of Participants &
Services

These services enable
transparency and control over how
data is used

— Data Contract Transaction
Service

— Data Exchange Logging
Service

~

S\N\17/,7
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7/ ~

GXFS e/ 1\ \\\
Compliance

Legal Regulation & Policies framework

Onboarding and Accreditation Workflow —
Continuous Automated Monitoring —
Notarization Service API -

Portal & Integration

The Portal serves as a sample integration layer

Portal —
Orchestration —
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Authenthication- & / — Onboarding and
QA ready Authorisation Accreditation Workflow@S T

12.2022

Organisation Credential

@ @ Continuous Automated
QA ready Manager Monitoring QA ready
Personal Credential e
QA ready Manager

Trust Services —
QA ready

Data Contract Service

Notarisation Service
QA ready

Catalogue
Portal
ot ©

December.2022

Data Exchange Logging — Orchestration

Full Integration of Services end of 2022

QA ready




GXFS Software Components as OSS

@ Gaia-X GitLab

GXFS 741V
T4

AuthenticationAuthorization &
Project ID: 33486554 E Request Access

-O- 445 Commits ¥ 4 Branches <7 0Tags 3 113.8 MB Project Storage

main authenticationauthorization / =+ v

Merge branch ‘feature/auth-server-fix’ into 'main’ |+«

23]
: Denis Sukhoroslov authored 18 hours ago

B README 8 Apache License 2.0 B CI/CD configuration

Name Last commit

Baapp improved test params

B3 demo new export file with authoriza
F3 doc fixed test docs

3 docker added keycloak config

B3 keycloak added keycloak config

B3 owasp moved passwords to k8s secrets
B3 service auth server fix

B tests added load tests

https://gitlab.com/gaia-x/data-infrastructure-federation-services

Welcome to Gaia-X

Sign in to continue

Scan the QR code with your mobile device

[ Login ]

[ Scan QR code with browser ]

FAQ & Support

Don't have an account?
Register now

6 days ago

6 days ago

6 days ago

4 weeks ago

18 hours ago

1 week ago

Gaia-X

@ oOrganization Credential Manager

Organization Credential Manager &
Group ID: 16090650 [?; Request Access

Subgroups and projects Shared projects Archived projects

0
> g

Q

| Infrastructure &

[J attestation-manager @

¥y
Q H)E‘E‘M attestation-manager-helm @&

e B8

e &8 & &

it

x
m
B
=

T
m
=
=

B  bdd &

() connection-manager [:]

t

HELM connection-manager-helm @

8¢

N notiﬂcation-manager@

5 principal-manager @

)

principal-manager-helm [:2]

g

i

profile-manager @

proof-manager [:2:]

@

)

proof-manager-helm ®

B W0100%

Notifications

You have no new notifications.

Welcome

You have no credentials in your
wallet.

(egm)
e
=y
Home  Connection Scan Credential  Settings
* 0 19 hours ago
* 0 1 week ago



https://gitlab.com/gaia-x/data-infrastructure-federation-services

How can Federation Services help Data Spaces

\
Gaia-X 3%

FEDERATION SERVICES

GXFS <71
VAN |

= Federation vs Data Spaces

= "Federations" by default are just organisational/legal constructs
= Data Spaces are technical/legal constructs
they are linked to each other-

= Federation Services:

= On the lowest level, can help to organize data spaces and use cases in terms of
participants ,service management, compliance assessment etc..

= Concretely can help to:
Manage Participants on SSI concept—> handle decentralized identities
Discover Data and Compute Services
Contract Data Services
Report Data Exchanges

...and much more

ple)
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Lighthouse Projects

Gaia-X

FEDERATION SERVICES

GXFS
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Automotive Network

agdatahu

EuPro
Gigant

S‘: D smart

connected

N
network

https://catena-x.net/en/
Automotive Supply Chain,
Lead: Germany

Catena-X

https://agdatahub.eu/en/
Agriculture
Lead: France

https://euprogigant.com/en/
Manufacturing, Industry 4.0
Lead: Austria

https://smart-connected.nl/en
Electronics Supply Chain
Lead: Netherlands

Mobility
< Data Space
Data Sharieg Commmunity

e
Structura-X

https://mobility-
dataspace.eu/
Mobility

Lead: Germany

https://www.gaia-
x.eu/news/structura-x-

lighthouse-project-
european-cloud-
infrastructure-
launched-concrete-
implementation
Provider

Lead: Germany

and more...

https://gaia-x.eu/who-we-are/lighthouse-projects/
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% Andreas Weiss, Project Lead Gaia-X, Contact: andreas.weiss@eco.de




Additional Resources

Gaia-X

FEDERATION SERVICES

GXFS
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@
WHITEPAPER O

=\
@ O ©
Gaia-X GXFS Whitepaper Videos
Webseite Webseite GXFS Whitepaper GXFS Toolbox GXFS Erklérvide_os
www.gaia-x.eu www.gxfs.eu www.gxfs.eu/de/downloads gitlab.com/gaia-x www.gxfs.eu/de/videos
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Contact Gaia-X AISBL: info@gaia-x.eu

Contact PMO GAIA-X Federation Services: pmo@gxf

Landing page Gaia-X Association www.gaia-x.eu

Landing page GXFS www.gxfs.de

Landing page Gaia-X Germany www.daten-in



http://www.gaia-x.eu/
http://www.gxfs.de/
http://www.daten-infrastruktur.de/
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E C L I pS E Projects  Working Groups  Members  More~ Q ~ _
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Home | Projects / Ecli

e Technology | Eclipse Dataspace Components

Eclipse Dataspace Components Eclipse Dataspace Components s -

& Documentation
Overview  Downloads  Who's Involved  Developer Resources  Govemance  Contact Us

Dataspaces and the Connector Component

Since the concept of dataspaces Is emerging and promise new capabilities to the data exchange between participants
(organizations) in terms of data sovereignty. many may ask the question “when and why o use a connector component”.

° C t d O S t d In order to build up and participate in a dataspace it's not enough to consider existing data transfer protocols. A common standard
OI I l I I I U n I r|Ven en OU rce ro eC u n er 5 neede the rol plane’, |.e. for discovering, connecting, automated contract negotiation, policy enforcement, auditing
Dataspace connectors act as logical gatekeepers that sit within each participant’s infrastructure and communicate with each other

Ecl i pse fou ndation When to use a Dataspace Connector

A connector should be used each time the controliing (legal) entity of the data changes. A Connector provides a generic way to
express, negoliate, and document the rules under which data is shared, and also with whom. Not just in plain text but machine
readable and enforceable

o Free Of inte”ectual property rights under Apache 2.0 |icense Existing open-source projects address the technical challenges of cataloguing and transferring data for a wide range of use cases RELATED PROJECTS ¥

However, there is no open-source effort aimed at providing an interoperable, cross-organization framework for data sharing that is
built on a common Identity model and uniform poll rcement. This project will integrate with existing data exchange Project Hierarchy
and provide these missing pieces to creale a system for data sharing where each organization is able to exi
wi its shared data is used =

technolo

« Areference implementation for IDSA RAM 4.0

About the Eclipse Dataspace Connector

A data-sharing syslem requires a protocol Implenm n for policy enforcement am participants. The s& Dataspace
Connector will implement the International Daia Spaces standard (IDS) as well as relevant protocols and requirements associated
h the Gaia-X and thereby provide implementation and feedback to these initatives. However, the connector will be extensible so
that it can support alternative protocols

W TAGS v

« Trust Framework Adoption

Build Technologles
Whatever the individual setup is — on-premises bare-metal, different cloud vendors, hybrid, even single end-user machines — the
EDC can be customized to work within any environment at scale

o M Od u I ar / EXte n d a b I e B a Sed O n Java a n d R ESTfu | i nte rfaCeS The connector's added value is achieved through the separation of control and data plane, which enables a modular and thereby

customizable wa\ build dataspaces. Due to common Interfaces and mapping of existing standards, the connector adds
capabilities of contract negotiating and policy handling in an interoperable manner

+ . + Open, Community-driven and extensible
« 50 tribut 120+ fork
Con rl u o rs; O r S As an open Source proje =d by the Eclipse Foundation, the Eclipse Dataspace Co clor provides a growing list of modules

asily be extended for more Data Transfer

for man ely-deployed cloud environments (AWS, Azure, GCP, OTC etc.) “out-of-the-box” and can &

ectual property rights (IPR) headaches

y Wi
customized environments, while avoiding any intel

° Contributing Companies: SAP, BMW, ZF Group, Fraunhofer, The most important facts about the Eclipse Dataspace Connector

+ The EDC Is completely FOSS supported by various companies

. . « The EDC (through Eclipse Foundation) has clear and accepted governance structure and community processes
Daimler, Amadeus, GCP, AWS, IONOS, Microsoft £ T4 06 ¥ vo0s o ke  dtioors w
« The EDC manages data transfer and flow inclusive management of contract and policy management in cloud-native
environments

« The EDC follows a modular system 10 serve as facilitator

+ Running code available on Github (s. Developer Resources)

« We welcome everyone to join the community, drive the idea of datasg

discuss requirements, and contribute

EDC-Conference 2022/01

For more information, also check out the recordings of t C conference held on January 31, 2022, All sessions are available

on the EDC YT channel: hitps:/i Vplaylist?list=PLw-T_YoTxWJU_qulpk91Gpqd7gzvWZGea
Licenses:
Apache License, Version 2.0

Active Member Companies:
Member companies supporting this project over the last three months.

Eclipse Foundation: projects.eclipse.org/projects/technology.edc T
Code Repo: github.com/eclipse-edc/ dMAaDEUS © ¢~ Z Fraunhofer

Documentation: eclipse-edc.qgithub.io/docs/ 8% Microsoft Y T Systems @ croup



https://github.com/International-Data-Spaces-Association/IDS-RAM_4_0
https://github.com/eclipse-edc/TrustFrameworkAdoption
https://projects.eclipse.org/projects/technology.edc
https://github.com/eclipse-edc/
https://eclipse-edc.github.io/docs/

The characteristics of a gaia-x federated dataspace

Main Functionalities of a gaia-x Dataspace

« Catalogue (Discoverability)
» Sovereign Data Exchange
 Identity & Trust

« Compliance

enable data cooperation in a multi-cloud federation
by focusing on:

« Identity: Each participant remains in control of
their identity.

» Trust: Each participant decides who to trust.

» Sovereignty: Each participant decides under what
policies their data is shared.

 Interoperability: Each participant remains in
control of their deployment.

Dataspace

Maintain

Publish Control

Discover Share

Eclipse Dataspace Connector

Identity Trust Policy Interop



What are the core features of a dataspace connector?

|dentity
Provider
Monitorin ; ;
Connector ® Cataloging* Connector
./ Offer \.
Catalog
Data Data Transfer . Data
ala
Source/Sink Source/Sink

*either centralized or decentralized

https://eclipse-dataspaceconnector.github.io/docs



https://eclipse-dataspaceconnector.github.io/docs/#/README

Registry

Registration and discovery

How that can fit together?

Core Module System

: Connector
 EDC has a flexible, modular Contract negotiation and data

sharing

system (Java, Gradle, Rest-API)

Core Module System \
« Modules can be exchanged -

« Custom modules can be created Federated Catalog
W3C DCAT Decentralized

o Metadata
 Existing modules can be extended

Core Module System

. ] ]
 Can be fully decentralized or
partially centralized
Identity Hub
W3C DID Decentralized Identity
Provider

Core Module System



Prepare for data collaboration

Setup an secure and scaleable data
architecture in your company




Implement data landing zones with

Data Planes of providers and consumers in multiple DataSpaces

and

Communication patterns:

* Eclipse Dataspaces Connector
* Orchestrate the data planes via policies
» Contract negotiation

* Data Plane

» Consume external data

R D]\Y, V4 Landing Zone « Provide data to other participants
3 8 % » Connect to the Data App
o < . « through DMZ with proxy / cache GW
%— 8 8. Dt Proxy / Dl e Identlty « direct connection for low latency
W% E Catalog Cache Connector Hub - Data Catalog
(=] 8 * Publish meta data into joined dataspaces
* |dentity Hub
* |dentity Access Management
Data Planes Data Planes |
?\ ‘ | 7 ~N
Data Landing Zone | | Data Landing Zone Data Landing Zone
Customers Travel Corporation
' R ' ™~ g A b N N
Customer Travel Finance HR Supporting
S Management Management Domain Domain Services
Application Domain Domain Domain
Landing
=5 Data || Data { Data || Data Data || Data Data || Data Data || Data
App App App App App App App App App App
N . s J \ ¥ S s J
\ 2N AR, J
4 z 7
Data Management Landing Zone
\ J L (Purview, Master Data Management, Data Quality, Data Lineage, Data Access Management) )
Cloud Adoption Framework (CAF)



https://learn.microsoft.com/en-us/events/all-around-azure-unlocked-cloud-scale-analytics/building-out-tailwind-traders-data-mesh
https://eclipse-dataspaceconnector.github.io/docs/#/README

2. Define Use Cases

Start the user journey into Dataspaces
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How Catena-X Works — GAIA-X Ready Architecture

SiGreen Saa$S

Open Source Saa$ GreenToken SaaS SAP.

Tenant Tenant
FI-BASF

Example

CSV-Upload SME 1

Tenant | Tenant Tenant Tenant

= oree Shem ATy

Data Exchange Option B &€

SME 1
1 Catena-X |
| Federated Operating Environment I
1 Digi - : 1
[ ——— §-p——— gital Twin . Semantic
H ] No !
loT === D === pperational = ===
0 Identity Marketplace
v~/ & I M,
l my Catena-X Cloud 1 Option B) I_Vlarketplace_ Authentication Self-Description Hub . Option B)
f——— Navig., Apps, Services DAPS -> Cust. Wallet
mmm Stack EDC 1 8., ApPpS, - [
SME 2 @3 No No O-BASF
ope rational operatlonal We create chemistry
Data Data
| | | ]
|

Digital Twins

Digital Twins

Data Exchange Option A &

v
v
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3. Business discussion

Use the Dataspace Management Vision
Demonstrator




0. Start Page
v 1. Manage My Dataspaces
2. Discover Data Shared by Others
3. Negotiate a Data Contract
4. Create a new Policy
5. Create a new Data Asset

6. Create Data Contract

7. Review existing Data Contract and ...

No description

% Dataspaces Management Vision Demonstrator

Data Shared by Others
Data Offered by Me

Policy Store
Asset Index

Identity Hub

Manage My Dataspaces

Energy Dataspace

Education and Skills Dataspace
Finance and Insurance Dataspace
Health Dataspace

Industry 4.0 Dataspace

Mobility Dataspace

Space Dataspace

Home

Manage My Dataspaces

Dataspaces -~

Share prototype Options +

Here you can see all the dataspaces, where you are participating. This list is being populated based on Verifiable Credentials of membership which are saved in your Identity Hub. If you are
missing a dataspace, where you are already a member, please check your Verfiable Credentials in the Identity Hub. If you want to join a new dataspace - you are welcomed to do that here!

All Dataspaces (7) Joined (7)

Status: all ¥ Favorites: all ¥ Members: all

Showing 0 to 7 out of 7 records

Participating *

Energy Dataspace

This trusted dataspace is supporting energy
service providers and fostering collaboration
between all stakeholders, It is a cornerstone of
the decarbonization of the energy sector

21 O Data Shared 0 Data Shared
by Others by Me

Participating

Industry 4.0 Dataspace

More than 250 participants have joined the
Industry 4.0 dataspace, which is steadily
growing.

51 Data Shared 0 Data Shared
by Others by Me

Pending (0)

Saved (0)

Participating

Education and Skills Dataspace

The Education and Skills Dataspace (ESDS) will
create a trusted space for the benefit of the
educational community.

1 4 Data Shared 2 Data Shared
by Others by Me

Participating

Mobility Dataspace

The Mobility Dataspace will reduce congestion,
CO2 emissions and pursue positive climate
action goals, while creating new business
opportunities for its members.

8 5 Data Shared Data Shared
by Others by Me

Participating

Finance and Insurance Dataspace

The Finance and Insurance dataspace was
founded by French and German banks,
European cloud service providers. Other
countries are equally welcomed to join.

17 Data Shared 0 Data Shared
by Others by Me

Participating

Space Dataspace

A dataspace focusing on Space Data. Many lives
depend on space data, it is crucial that this data
can be handled securely and efficiently, ensuring
European data sovereignty.

3 Data Shared 5 Data Shared
by Others by Me

+ Join Dataspace  + Create Dataspace

Filter for any field Q
Group by: No grouping Sort by: State
Participating
Health Dataspace

The Health Data Space is working to build a
consortium of public bodies and private
companies to promote the use of digital
technologies and cloud solutions that will...

1 02 Data Shared 1 Data Shared
by Others by Me

https://aka.ms/dataspace-vision



https://aka.ms/edc-vision

Viable Dataspace

Imum

N

M

A

int for developers

ing po

Start




8 eclipse-edc / MinimumViableDataspace ' Public {2 EditPins v | OWatch 7 ~ % Fork 63 Starred 11

<> Code (O Issues 14 1 Pullrequests 3 G Discussions (& Actions [ Projects @ Security I~ Insights

¢ Deploy
(] Deploy #7
I (M Summary
Manually triggered 2 months ago Status Total duration Artifacts
b @ paullatzelsperger -o- a283sbc Success 24m 13s 2
@ Inputs
@ Build-Connector deployyaml

@ Build-Registration-Service Dok ious epanchy

@ Build-Dashboard PP —
& nputs . * & Build-Connector mn * @ Deploy Datspace s o et ) 3 jobs comploted . " & vosity T
@ Deploy-Dataspace oo

Q Deploy-Participants (company1, eu, FR...

& Buld- Regisiration Service  om o
@ Deploy-Participants (company2, eu, D...
@ Deploy-Participants (company3, us, US...

» & Build-Dashboard mn

@ verily

Run details

@ Usage
& Workflow file

Annotations
3 notices

(D MVD WebApp for company2
http: //tstpll-company2-med. northeurope. azurecontainer.io

() MVD WebApp for company3

http:/ftstpli-company3-mvd. northeurope. azurecontainer. io

(@ MVD WebaApp for companyl
http: //tstpll-companyl-mvd.northeurope . azurecontainer.io

e Click on Run workflow to trigger the deployment.

eclipse-edc/MinimumViableDataspace



https://github.com/eclipse-edc/MinimumViableDataspace

EDC Demo Getting Started

Getting Started EDC Demo Getting Started

Catalog B i
atalog Browser Getting Started EDC Demo Getting Started

Contracts

Catalog Browser Getting Started

Eclipse Dataspace Connector

Contracts Catalog Browser The Eclipse Dataspace Connector provides a framework for sovereign, inter-organizational data exchange. It

implements the International Data Spaces standard (IDS) as well as relevant protocols associated with GAIA-X. The

Contract Definitions _ connector is designed in an extensible way in order to support alternative protocols and integrate in various
Transfer History Contracts ecosystems.

Transfer History

Policies " GitHub Getting Started Onboarding Guide
Contract Definitions Transfer History

Assets
Policies Contract Definitions

EDC Data Dashboard (this application)
This EDC Data Dashboard is a developer Ul for the EDC Data Management API. This application is not intended for

production usage and can be used to showcase EDC from a technical perspective, as the Ul is designed as a 1-1
mapping of the Data Management API.

Assets Policies

Assets

Data Management API

Example use cases, that you can try out with this application, are:

v View the asset catalog available to you in your Dataspace using the Catalog Browser

v Negotiate a contract for data sharing in your Dataspace using the Catalog Browser
View your existing contracts in the Contracts page
Transfer an asset in your Dataspace using the Contracts page
View which assets have been transferred in your Dataspace in the Transfer History page
View and create assets using the Assets page
View and create policies and apply these to assets in your Dataspace using the Policies page

Publish a new asset into your Dataspace using the Contract Definitions page




MinimalViableDataspace
Deployment scipts and CI/CD build pipelines

mzll\l RegistrationService
Central Dataspace Authority App Insights
. - collect OpenTelemetry-based on Java
|dentityHub application monitoring.

W3C DID/VC compliance prototype
implementation of a DID: web identity

provider, GAIA-X Self-description

OpenTelemetry example for
Micrometer and Prometheus

DataSpaceConnector (Core) DataDashboard
AN ™M Contract negotiation, data transfer, User Interface for each participent
authentication protocols, monitor via W3C
|l ODRL policies
©|f ©
o]l Ne
el £ |dentityHub
8 8 FederafcedCataIQq W3c DIDNC compliance prototype
prototype implementation of a W3C implementation of a DID: web identity

DCat based Federated catalog provider, GAIA-X Self-description



https://github.com/eclipse-dataspaceconnector/MinimumViableDataspace
https://docs.microsoft.com/en-us/azure/azure-monitor/app/automate-custom-reports
https://docs.microsoft.com/en-us/azure/azure-monitor/app/java-in-process-agent
https://github.com/eclipse-dataspaceconnector/DataSpaceConnector/tree/main/samples/04.3-open-telemetry
https://github.com/eclipse-dataspaceconnector/RegistrationService
https://github.com/eclipse-dataspaceconnector/identityhub
https://github.com/eclipse-dataspaceconnector/identityhub
https://github.com/eclipse-dataspaceconnector/FederatedCatalog
https://github.com/eclipse-dataspaceconnector/DataDashboard
https://github.com/eclipse-dataspaceconnector/DataSpaceConnector
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https://www.linkedin.com/in/mbuchhorn/

Farmer
Data Storage

Farmer
Data Storage

Connector
Connector

Connector Connector &—/j
Met a B :

& Policies MetaData

: 3 & Policies

MetaD. MetaData
1= Data Space &=
m r Data Processor
MetaData MetaData
& Policies I T | & Policies I Data StOI'agE
Supplier | MetaData | & Policies ‘
& Policies 1
MetaData MetaData 1
Data Storage 10
Connector Mt MetaData
& Policies 2 Policies
MetaData 5
& Policies Gl
E— &Policies
MetaData " =
& Policies MetaData MetaData
& Policies

I MetaData ! & Policies
& Policies MetaData
MetaData S R
& Policies

Farmer
Data Storage

Connector .

<

Grocery Store
Data Storage

& Policies

Supplier
Data Storage

:

Manufacturer

/ Data Storage

& Connector

. I MetaData

¢ Connector

% Connector

Connector | =7

Warehouse & .
Logistics

Data Storag ] Manufacturer

. Warehpgse & Warehouse & Data Storage
Logistics Logistics Manufacturer

Data Storage Data Storage Data Storage

Publications/A User Journey to Dataspaces



https://github.com/eclipse-edc/Publications/blob/main/White%20paper/A%20User%20Journey%20to%20Dataspaces.md

C t X More information

. * Presentation (catena-x.net)
Open and collaborative data ecosystem for ) ’
supply chain industry « EDC as core component

Other Open Source contributions

» Eclipse Tractus-X
» Eclipse Digital Twin

10 business-critical end-to-end use case processes

BUSINESS PARTNER MANAGEMENT


https://catena-x.net/fileadmin/user_upload/Vereinsdokumente/Catena-X_Overview.pdf
https://catena-x.net/en/angebote/edc-die-zentrale-komponente-fuer-die
https://projects.eclipse.org/projects/automotive.tractusx
https://projects.eclipse.org/projects/dt

Kal Melnke
Co- Founder and Bu31ness Lead deltaDAO AG
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Fiv Flve steps to your ecsystem

IFrom O to 1in five weeks.

A deltaDA?) |dataeconomy solut ions - GDPR compliant | contact@delta -dao.com
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Example Participant SD: https://delta-dao.com/.well-known/participantdeltadao.json

Example X.509 PEM: https:
,—_r“ -'-‘::r: — Example DID: https://delta-dao.com/.well-known/did.json

& earn the Trust Framework

SO

Gaia-X Compliance Service: https://compliance. ala-x eu v2206 docs

——e

x509CertificateChain.pem J§

Gaia-X Registry Service: https://reqgistry. jaia-x.eu v2206 docs

Descriptions: gitlab.com/web3-ecosystem/gen-x-network/-/tree/main/static/self-descriptions

q deltapA) |dataeconomy solutions - GDPR compliant | contact@delta-dao.com

—


https://compliance.gaia-x.eu/v2206/docs/
https://registry.gaia-x.eu/v2206/docs/
https://gitlab.com/gaia-x/lab/compliance/gx-compliance
https://gaia-x.gitlab.io/policy-rules-committee/trust-framework/
https://github.com/deltaDAO/self-description-signing-app
https://gitlab.com/web3-ecosystem/gen-x-network/-/tree/main/static/self-descriptions
https://delta-dao.com/.well-known/did.json
https://delta-dao.com/.well-known/x509CertificateChain.pem
https://delta-dao.com/.well-known/participantdeltadao.json

Gaia-X ecosystems

trust framework determines Gaia-X compliance & interoperability

Web3 ecosystem

ecosystem ecosystem ecosystem ecosystem

,__[.

technical
interop.
\

]

® (o23)

extended
governance
A

[

— B = s g-Shad=!

e =
O /2 o Csf O =
F@, 1 -] Fo =t/ 2
N 4~ v 7 z aE)a:a
e @2 )l a5 ) ipely e

e alllez B >
=30 RS
~
e = )

v
=

usage plane

|

Gaia-X Registry service ¥

Gaia-X Trust Framework 22.10

2 Gaia-X Compliance service

trust plane

©

2 8

o

- =

HEE:

c —_—
—_

Omw

o o

(8]

~——

] service

~ federation
g‘ services
toolbox

deltapAD

o) ifiable
) compute 03> , o o Ver

data @validator cluster \251 algorithm DLT -credential

@ L cv 7 * E wallet

Image is licensed under a CC BY 4.0 license, Gaia-X European Association for Data and Cloud AISBL.
Remixed by deltaDAO AG for illustration purposes.

service catalogue

O cc @
catalogue mfederator @ Provider -consumer F,.G)cache
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pon your appIications/

SN S S S S S SN
movelD Road Damage: https://portal. moveld ey, asset d|d op 78f831361E1c850a16667346068f5chFE83F1F5

* deltapA) |dataeconomy solutions - GDPR compliant | contact@delta-dao.com
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https://euprogigant.portal.minimal-gaia-x.eu/asset/did:op:56ef9f727CbdaD148e566BE4B8109d2404224cC8
https://portal.moveid.eu/asset/did:op:78f831361E1c850a16667346068f5fcAFE83F1F5
https://marketplace.future-mobility-alliance.org/asset/did:op:a905d250B00b4CBd483225Bc3cF9E3cf8b02ac39
https://sbb.portal.minimal-gaia-x.eu/asset/did:op:5A3E99a1d126F2546589bCF5f6cB541ab87Aad83
https://portal.minimal-gaia-x.eu/asset/did:op:F4910E1B433Ad21140683c04D25309f08d6E1946
https://docs.oceanprotocol.com/building-with-ocean/compute-to-data/compute-to-data-algorithms

deltaDAO Compute-to-Edge

use case: mobility data for road damage and risk detection

Example use case: Road Damage Detection on the Edge ‘#7 Deutsches Zentrum
DLR fir Luft- und Raumfahrt

German Aerospace Center

0 Collect image or sensor data on the edge

0 Offer data to the market or combine with algorithms from the market
0 Analyse via federated learning or descriptive statistics / mapping

0 Protect privacy and security related information

movelD

mobility

Road Damage 05;1 o .
Detection S b £ P
Insurance Risk A ,/’%w:::: m
Scoring Vot
O\.OOO'A : ' o

4 deltaDA) |dataeconomy solutions - GDPR compliant | contact@delta-dao.com 6



deltaDAO Compute-to-Edge

use case: industry 4.0 validation platform

industry 4.0

Predictive
maintenance

QA and production
optimization

EuPro
Gigant

Example use case: EuProGigant Validation Platform

© Collect production data on the edge or on factory cloud level

© Offer data to the market or combine with algorithms from the market

© Predict product and tool quality, match components, andmonetize production data
without losing control.

© Protect intellectual property and security related information
:G fu”vo. A temsnnid
1*“ ’

Profe SO DAY OV

EuProGigant Portal

[0 s g |
First Time Visiting? Ui e

Q
CONCIRCLE

O Toder s Mirasey =

Nor Lcomom A%y T Fede s Moy,

" FFG # I wnd Chomate Actn Serh o drea
DR Projekttriger . Mo

4 deltapA) |dataeconomy solutions - GDPR compliant | contact@delta-dao.com
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= Host your own portals/

: NN
& Pontus-X Portal: https: ortaI m|n|maI-a|a-x eu

https://qithub. com deItaDAO mvc

portal

Repository:

Future Mobility Data Marketplace: https: marketlace.febilit -alliance.org

| deltapA) |dataeconomy solutions - GDPR compliant | contact@delta-dao.com

—


https://euprogigant.portal.minimal-gaia-x.eu/
https://portal.moveid.eu/
https://marketplace.future-mobility-alliance.org/
https://sbb.portal.minimal-gaia-x.eu/
https://udl.portal.minimal-gaia-x.eu/
https://acentrik.io/
https://portal.minimal-gaia-x.eu/
https://github.com/deltaDAO/mvg-portal
https://github.com/oceanprotocol/market
https://github.com/oceanprotocol/aquarius

demonstrators

portal overview

Acentrik

Acentrik

A decentralized
data marketplace
for enterprises

EuProGigant

G

EuProGigant Portal

e e 4 it v o

3 oat e

First Time Visiting?

o &8 movelD

movelD

egists

movelD Gaia-X Portal
evelop a decentralized dgita mobilty identity nfrastruct

University of Lleida

Pontus-X Ecosystem Portal -

- - —

MVG Portal Demonstrator

>

Academy
STARTNOW

\.

vvvvvvvvvvvvvvvvvvvv

Featured Assets

State Library Berlin

Future Mobility Data Marketplace

| deltaDA) |dataeconomy solutions - GDPR compliant | contact@delta-dao.com
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Repository: https://gitlab.com web3 eco stemen-x-network

Catalogue: https://portal.minimal-gaia-x.eu/search?

Catalogue Repository: https:

Logging Service: https:

Explorer Repository:

Docs Repository:

| deltapA) |dataeconomy solutions - GDPR compliant | contact@delta-dao.com

—


https://logging.genx.minimal-gaia-x.eu/
https://portal.minimal-gaia-x.eu/search
https://github.com/deltaDAO/blockscout
https://gitlab.com/web3-ecosystem/gen-x-network
https://github.com/deltaDAO/mvg-catalogue
https://docs.genx.minimal-gaia-x.eu/docs/intro

sovereign computation

removing single points of failure and control

next: decentralized compliance service

=
/[ ShcLA
d@ //\© @/_\' Service Prowder
[~ e =N
i.e. portal, catal h
nr-‘ i.e. portal, catalogue cache ) r-
U N —IJ_'I—
9 | 0 @2
D

federation - i . verifiable
\ X -] service O . service . Catalogue service Compute .\ O R
ﬁbserwces catalogue federator provider consumer |/~ A validator cluster DLT E credential

to0lbox ) [ ) [ ) -Dcache offering wallet

* deltapA) |dataeconomy solutions - GDPR compliant | contact@delta-dao.com licensed under CC-BY-4.0, deltaDAO AG



https://choosealicense.com/licenses/cc-by-4.0/

sovereign computation

GEN-X network and current validators, open for everyone

IONOS A EXOSCALE

\
éus N deltaDAD

wOoBCOM
G El_JPro Powered by: .
arSVS Gigant (\0 polygon i

1 deltaDAD | data economy solutions - GDPR compliant | contact@delta-dao.com
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[Keep full control

Compute -to- Data Edge

Computesiossatilil M°b"'tY https: outu be W8PUMOISm4s

Compute-to-Data in Manufacturing: https: outu be 5439|MCof10

| deltapA) |dataeconomy solutions - GDPR compliant | contact@delta-dao.com


https://youtu.be/W8PuM0lSm4s
https://youtu.be/5439iMCof10

sovereign computation

compute-to-data enables true technical data sovereignty

(500) data O O data service

Igorithm scientists consumers results / trained models
Gy il

data portals based on

2 B et coniracis

portal \ /
providers

access control based on

P smart contracts
\ /

O technical data
m sovereignty
data private data asset stays

L.
owners data asset {:6} on-premise

O

* deltapA) |dataeconomy solutions - GDPR compliant | contact@delta-dao.com licensed under CC-BY-4.0, deltaDAO AG



https://choosealicense.com/licenses/cc-by-4.0/

sovereign computation

compute-to-edge enables technical data sovereignty for machines

Bring compute ...

)
I 9,
: data [V\ [V]
. consumer
[ access control
| O edge dewcxle e ™
! m — private :
! Technical
, {4F8
! data — data sovereignty
: owner
... to where data is.
A deltaDA) |dataeconomy solutions - GDPR compliant | contact@delta-dao.com licensed under CC-BY-4.0, deltaDAO AG
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Gala X Web3 Eosym

NN

Federation Services

Descriptions: https://gitlab.com/web3-ecosystem/gen-x-network/-/tree/main/static/self-descriptions

| deltapA) |dataeconomy solutions - GDPR compliant | contact@delta-dao.com
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https://gitlab.com/web3-ecosystem/gen-x-network/-/tree/main/static/self-descriptions

relation to Gaia-X

web 3.0 ecosystem & federation services architecture

identification / KYB

Authentication and
Authorization

metadata contracts & caches marketplace GUI & API

\ 4

Federated Catalogue

Portals

Service Provider

SS1/ VC / compliance
Gaia-X

/register /make/contract

Service Consumer

%

/renew/token /negotiate /finalize  /validate

Trust Framework

Source: Sovereign Data Exchange Data

Contract Service + Modifications by deltaDAO
https://www.gxfs.de/federation-services/overview-
specification-documents/

Contracting Services (+Payment Services)

graph and DLT

contracts & access controller

Exchange

\ 4

Logging Service

4 deltaPD ) |dataeconomy solutions - GDPR compliant | contact@delta-dao.com

licensed under CC-BY-4.0, deltaDAO AG
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sovereign computation

modular components, based on a DLT core grid, without lock-in

Frontend

v

edge

on- Prem . Backend
cloud-agnostic
A
EVM
v

2 deltapA) |dataeconomy solutions - GDPR compliant | contact@delta-dao.com

Data Service

Provider

Data Service
Consumer

Publish data token
Consume data token

store metadata

store encrypted[URL]

Download: CtD:

return results

ocean.js, Rcean.py

get result

return result link

Portal

publish metadata

S3 bucket
Holds CtD results

browse
search, filter

decouple data, logic and interfaces

SSI1 Wallet
Holds private key to
- Identity
- Data token

Ocean Provider
Access controller
(holds key)

Manage consume: download, compute-to-data

/.

decrypt (URLs)
——p

Compute-to-Data
Environment
store metadata
(encryption optional)

store result

fetch data

download
algorithm

Algorithm

Data

Aquarius

Metadata cache

Listen to metadata events

A

R

w check transactions

Data Contracting Service
Data token smart contracts

Federated Catalogue

Metadata smart contracts

Data Exchange Logging Service
DLT [block 1] [block 2] [block n] -> Data Audit Trail

Participants

Portal / API

K8s / local or CSP
Catalogue Cache
Access Controller
Compute-Cluster

DLT Layer
Catalogue
Contracting
Exchange Log

licensed under CC-BY-4.0, deltaDAO AG
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B Don’t trust us .

===

. veri eIf
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learn the Trust Framework

& deploy your application

_— ——\,
7_7___,—"/-—_“__“-—_

fdeploy your port aI = =

NN

become a federator

stay in control

Next? Decentralized Compliance, Gaia-X Clearing Houses, SSI, Production

2 deltapP ) |dataeconomy solutions - GDPR compliant | contact@delta-dao.com



smgle point of contact

8ioin the Gala X commumty

OSS community: https://qitlab.com/gaia-x/qaia-x-community/o

2 deltapP ) |dataeconomy solutions - GDPR compliant | contact@delta-dao.com


https://gitlab.com/gaia-x/gaia-x-community/open-source-community

deltavi)

data economy solutions - GDPR compliant

deltaDAO AG Presented by
Geibelstraf3e 46b

22303 Hamburg

Germany Kai Meinke
Co-Founder

Website  https://delta-dao.com deltaDAO AG

Mail contact@delta-dao.com kai@delta-dao.com

Twitter ~ @deltadao +49 1511257 9443

Linkedln deltadao
YouTube deltaDAO

Sea Creatures and Ocean logo licensed under
CC-BY-SA-4.0, Ocean Protocol Foundation Ltd.
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