Navigating Data Spaces: Technology
& Governance

Thursday 23 November 2023

#dataspaces www.gaiax.fi

SITRA



HOUSEKEEPING

« Ifyou are not presenting, please turn off your Welcome!
camera and mute your microphone.

* Please, raise your hand if you have a
comment or a question, they will be addressed
in the Q&A. You can also ask questions or share
your comments via chat.

 Sit back and enjoy — lovely to have you here!

SITRA



Programme

13-15 EET
(12-14 CET)

13:00

Welcome
Antti Jogi’ Poikola, Senior Lead, Gaia-X Finland, Sitra

Towards a Holistic EU Data Governance
Oliver Dion, Co-founder, Onecub and aNewGovernance

Operationalising a data space: Case Catena-X
Matthias Buchhorn-Roth, Operationalising the
automotive data space for Catena-X, Cofinity-X

Governance and Technology together

Antti Jogi’ Poikola, Senior Lead, Gaia-X Finland, Sitra
Oliver Dion, Co-founder, Onecub and aNewGovernance
Matthias Buchhorn-Roth, Cofinity-X

Questions & Answers

Event ends

PEOPLE

Antti Poikola
Senior Lead,

Gaia-X Finland,
Sitra

PEOPLE

Olivier Dion

Co-founder,
Onecub and
aNewGovernance

mw PEOPLE

Matthias
Buchhorn-Roth

Operationalising
the automotive
data space for
Catena-X,
Cofinity-X

SITRA



Navigating Data

Spaces - Governance
and Technology

Antti 'Jogi’ Poikola

Lead Architect
antti.poikola@sitra.fi

@ linkedin.com/in/poikola

SITRA


mailto:antti.poikola@sitra.fi
https://www.linkedin.com/in/poikola
https://bit.ly/ds-gov-tech

o0
A 4

Beata

Chief Executive
Officer

How to
create governance
framework for our
data space?

T

i
o
Leo

Chief Legal
Officer

How to set up
the technical
infrastructures for
our data space?

;-

Tessa

Chief Technical
Officer

Oscar

Chief Operating
Officer

SITRA



Jobs of Thessa and Leo

Organic growth of
members and use

First data space
use case becomes
operational

Plan and
resources to start
a data space pilot

Critical mass
of committed
partners

Exploratory stage Operational stage Scaling stage

The development stage that starts when a data
space initiative has a tested implementation of
infrastructure(s) and governance framework, and
the first use case becomes operational (data flowing
between data providers and data recipients and

use case providing the intended value).
Source: DSSC Glossary S'TRa


https://dssc.eu/space/Glossary/176554080/4.++Evolution+of+data+space+initiatives

Data Space

A distributed system defined by a
governance framework that enables

secure and trustworthy data

transactions between participants

while supporting trust and data
sovereignty. A data space is

Data Space Data Space )
Roles X Infrastructures implemented by one or more
specifies 5
‘ infrastructures and enables one or
complies more use cases.
with
l implements
Data Space Data Space Data Space Use
Governance [ maintains—®  Governance [ —defines—®  Data Space [ —enables—M p
. Cases
Authority Framework
is committed to £n afes UT
Datz.l Space E—between—] Data. —iinked io—» Data Products
Participants Transactions

Source: Conceptual Model of Data Spaces
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Data Space Rulebook and Infrastructure

Data space
governance
framework

Data space
rulebook

Data space
infrastructure

Source: DSSC Glossary

The set of principles, standards, policies (rules/regulations), agreements and practices
that apply to the governance, management, and operations (including business and
technology aspects) of a data space as well as to the enforcement thereof, and the
resolution of any conflicts.

The documentation of the data space governance framework for operational use. The
rulebook can be expressed in human-readable and machine-readable formats.

A technical, legal, procedural and organisational set of components and services that
together enable actual data transactions to be performed in the context of one or more
data spaces.
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Taking stock of the progress of the EU Data Strategy and proposals
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Rules for data sharing will New EU Regulatory
TOWARDS A HOLISTIC be developed on many data framework for

EU DATA GOVERNANCE levels at the same time laws data sharing
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WOREING FAFER

European level recommendations
TOWARDS A HOLISTIC . - T
EUDATA GOVERNANCE Policy recommendation 1: roleboo

R R R e Policy recommendation 2: Regulators’ super club

Policy recommendation 3: EU-level data governance forum

Policy recommendation 4: Regulatory dependency mapping

Member state level recommendations

Policy recommendation 5: National legislative coordination
Policy recommendation 6: Strengthen dialogue

Policy recommendation 7: National data space hubs

Data space level recommendations
Policy recommendation 8: Data space rulebooks
Policy recommendation 9: Common terminology
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Why should you care?

Data spaces solve systemic challenges
that go beyond a single company

Build international competitiveness
Digitalisation of the value & supply chain pr11 2024 in Helsmkl
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Meet Environment, Social, and
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create digital ecosystems that users never
need to leave.

Apple and Google target digital ID market.
To access sensitive services like banking
and healthcare seamlessly. o
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Decentralisation

through

3 governance levels




The EU Data Governance Pyramid

Rules for data sharing will New EU Regulatory
be developed on many data framework for
levels at the same time laws data sharing

Data

*
* Governance
* Act

EU le_-vel How to ensure that data
bodies sharing governance will
deliver the expected results?

Member How to implement data
states sharing governance on
a national level?

Data space

e el - How to specify a
initiatives

governance model
for a data space?

aNewGovernance



HOW IS
a Data Space
governed?




The Data Spaces Rulebooks

SITRA

General part

Constitutive agreement Accession

| Descrlptlonof
Data Network

Code of conduct

~ GeneralTerms&
i Conditions e

Data Security
Op Model

Governance Model

Glossary

Other Appendices

EXTERNALS

* Individuals
* Legal entities

* Others

+ Data sources

» Data subjects
* Subscribers

Data

Sets
Terms
of use

1

BUSINESS

Ruleboak for 5 fair data economy
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What kind of
rules in a Rulebook?




EU
Regulations

GDPR
DGA / DA
DMA / DSA
Al Act

IE Act
EHDS

Hard and Soft Law

MS
regulations

Cloud

Data

Al

Sectoral
regulations

Technological
standards

Gaia-X
IDSA
FIWARE
elDAS
SOLID

Sectoral
standards

Sectoral
guidelines and
code of conduct

Internal business Etc.

rules

Local business
agreements
between Data Space
members

aNewGovernance



How to Know
who decides for what?




The data-sharing Rolebook

DEFINITION

The Rolebook is an open,
transparent, and dynamic
registry of roles and bodies
involved in data sharing.

The Rolebook would
comprehensively document
‘Who does what’ and ‘Who
decides what’ and establish an
interconnected network of
data-sharing decision-making
entities.

EU
level

Member state

level

The Rolebook
EU EDIB
parliament
Gaia-X DSSC
EU Mobility

coordinating body

Finnish Finnish
parliament coordinating
body

- - »

Open Rulebook
Library

EU regulatory & guidelines

Rulebooks

Technical cross-sectoral
standards Rulebooks

Mobility sector code of
conduct Rulebook

Finland regulatory &
guidelines Rulebooks

Rulebook of a local
Mobility Data
Space initiative in
Finland
-
v | |
v
v

—————————————————

|
+ additional internal
rules decided by the |
governance body of |
the Finnish Mobility |
Data Space :

|

[

aNewGovernance



A Rolebook x Rulebooks network

European
Commission

EDIB

as a governance
coordinating body

seats at

coordinates
European

parliament

Other EU
governance bodies
(ex: IEB)

provide sectoral
and cross-sectoral
regulations to

EU Regulators
Coordinating bodv Personal & non personal

seats at Spain .

coordinating body

EU Skills EU Health EU Mobility

seats at

data intermediary ~ coordinating body coordinating body coordinating body

. providers .
supervises ,DI’OVIdeS sectoral
( 2 N )

guidelines &

coordinates coordinates standards to g
provides Data .
supervises Space labels &
coordinates Data S‘:a;et dard N S . E Spanish
support & standar Mobility Data Space
organisations .
provides
Data Space ‘ Finnish natlonq/
coordinating body parliament regulations to Finnish
provides E Mobility Data Space
supportto

Finland

. . Other Finnish
coordinating body

establishes a
Data Spaces

E Rulebook for

Finnish Regulators
coordinating body

coordinates
Provide
seats at guidelines 0000
Finnish and regulates Finnish

Public transport Mobility organisations

provides general authorities

guidelines to

participates in the
governance of

g provides

legend
support to

EU level

Member State level

Avoiding gaps, duplications,

Data Space level

and overlaps within the Role
ecosystem on all 3 levels. Rulebook

m e ee
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Key
recommendations
by governance level




EU level

Challenge: Many stakeholders at the European level and
in the member states, and also within the data space
initiatives struggle to understand the roles and
responsibilities of all the different bodies involved in EU
data governance now and in the future.

Policy recommendation: Create a Rolebook




Member State

Challenge: Member states are under intense pressure to
implement all the regulations of the EU data and digital
strategies. If member state authorities do not coordinate
the division of responsibilities and tasks, there is a risk of
fragmented and sub-optimal results.

Policy recommendation: National legislative
coordination




Data Spaces

Challenge: Data space initiatives struggle to create
internal governance and rulebooks.

Policy recommendation: Data space rulebooks &
universal rule language




Olivier Dion
Cofounder
aNewGovernance & Onecub

olivier@onecub.fr
+336 734280 18
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Cofinity-X
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Internationalization

Catena-X connects the world.
We've already got Europe covered. And we're
busy working to include America, China, and
the rest of the world in our network. Radical
collaboration has no borders!

We’re live!

Our vision is becoming reality:
We're livel

But we're not standing still -
the next features are already
in the pipeline.

Co-creation

Open-Source

Our Association partners as well as the open-source Our open-source Tractus-X community is growing
community are divers and are co-creating our network. steadily. And you're invited to join our Open-Source
We've already established several expert groups that Planning Sessions.

are continuing to develop the Catena-X Core,
Standards, and Use Cases. Join us to contribute your
know-how and make it better for all of us!




1. Operation Model of Catena-X

Implement a fair data sharing ecosystem with Federated and
Decentralized Services

https://catena-x.net/en/
catena-x-introduce-implement/
how-to-operate-catena-x

23-Nov-23 3 Cofinitg-X
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collaboration
& development

Standardization
Framework

Sets mandatory
Requirements &
Standards

Provide
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reguirements

Conformity Assessment
Framework

Delegates
conformity assessment

Adheres
to

Certifies

Data Space Operating System
& Building Blocks

100% 0SS

Utilizes

Industry Core

{coming soon)

T

Utilizes

I

Operating
Environment

The different roles offer:

Based on,
use

Core Services (A/B)

Onboarding Services

Industrializes,
operates,
services

Commercial Business
Applications

Enablement Services

Advisory Services

Use,
integrate,
adapt

Feedback,
shape

Collaborations
(e

Trust Partners

Gaia-X

Trust Framework/Clearing
House

International Data
Spaces Association

(IDSA)
Data Space Protocol

Eclipse Foundation
Open Source

Scalability/Interoperability

Partners

Industrial Digital Twin
Association (IDTA)

Asset Administration
Shell

World Business
Council for Sustainable
Development (WBCSD),

Global Battery Alliance
(GBA) ...

The Catena-X
Data Space

Eclipse Dataspace Components

Eclipse Tractus-X

Eclipse Dataspace WG

Cofinitg-X 4


https://eclipse-edc.github.io/docs/#/
https://eclipse-tractusx.github.io/
https://www.eclipse.org/org/workinggroups/dataspace-charter.php

Catena-X

== Centralized Federated/Distributed Decentralized
data space
Sovereignty . .
3 IS evolving
2
Discoverability Resilience
R 4
®
.
®
Simplicity Scalability

Control

https://docs.internationaldataspaces.org/ids-knowledgebase/v/idsa-rulebook/idsa-rulebook/3 functional requirements Cofinitg >(
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Use Cases

Service Map (Deployment View)

Business
Application

(Commercial)

Business

Application
(0ss)

Business
Application

(Local Development)

Catena-X Operating System (cxOS)

Core Services A

Marketplace

Partner
Network Ul

Semantic Hub

Core Services B

Identity Provider
(User)

Discovery
Finder

Onboarding Services

Registration

Identity Provider
(Clients)

Dataspace Discovery

Connection
GXDCH

Connector

Data Space Protocol Contract
Management

Identity .
Check Policy Management

Golden Record
Service & API

BPN
Discovery

Business Partner
Number Issuer

Managed Identity
Wallet

SD-Factory

Digital Twin Context

Digital Twin Item Relationship
Registry Service
AAS-Server Simple Data
Exchanger

Cofinity-X



MU=

Core Service Provider A’

Core Service Provider B"2*

Onboarding Service Provider'

Receives Catena-X label after certification
Nominated by Catena-X Association
Qualification by Catena-X Association
Issuer defined by Catena-X Assaociation

Catena-X Association

Data Provider/Consumer

Conformity Assessment Body 2

Advisory Provider '3

Enablement Service Provider'

Business Application Provider'

Optional

Mandatory

Roles
Responsibilities
Relationships

Cofinitg-X 7




2. Dataspace Governance

GAIA-X Trust Framework and Digital Clearing House

https://catena-x.net/fileadmin/ online media /
231006 Whitepaper DataSpaceGovernance.pdf

23-Nov-23
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Self-Description
Gaia-X Credentials

SSIWallet

SD Services*
Portal

Trust Framework

Gaia-X Digital Clearing
House

Gaia-X Registry

Catena-X and
Gaia-X
components
and their
interplay

COflnltg'X 9



Standards

Applicants
Standardization

Standards
Applicants

Service
Provider

Developer

Developer

Association Catena-Xe.\V.

Certification Neutral Data Space Governance Transfer & Activation

Governance Certification Certification

& Stimulation

v
(ECLIPSE  GitHub
Tractus-X
Open Source Code
Repository [ N —— N —— N —— N —— Industry Users
M J { J Data Provider
i - & Consumers

Proprietary or

Operatin
Industrialized _" P 9
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Solution Portfolio License

& Service
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3. Onboarding

Setup an secure and scaleable data architecture in your
company and the role of the onboarding and advisory partners

23-Nov-23 11 Cofinitg-X



Implement data landing zones with Data Mesh and Data Spaces

Communication patterns:
Catena-X Automotive Data Space
* Eclipse Dataspaces Connector
* Orchestrate the data planes via policies
* Contract negotiation
* Data Plane

(%]
8 . * Consume external data
2 D]\Y,V4 Landlng Zone * Provide data to other participants
Q >5, g * Connect Data App:REST API, AAS 3.0, Datalakes
Q 3 e oF = . * through DMZ with proxy / cache GW
T % ClCJ Dlglta.l Twin Proxy / Dataspace Identlty * direct connection for low latency
e QE, Registry Cache Connector WWELS « Digital Twin Registry
o) * Publish meta data into joined dataspaces
S * Digital Identity Wallet
& * SSI DID:Web Identity Access Management
<\ Data Planes N7 Data Planes .| Data Planes S
Trace-X Customers ESG report Production
T i Carbon | Partner Demand & Y - .
Application raceabllity Footprint Management Capacities e OnElhs
Zones Data Data Data Data Data Data Data | ‘ Data ‘ Data Data ||
App || App - App || App | App App || | Aep || App || || APP || APP ||
/ J \ . . " . o )
Data Management Landing Zone
20 (Purview, Master Data Management, Data Quality, Data Lineage, Data Access Management) )
Cloud Adoption Framework (CAF)




4. Uses Cases

For interoperable business applications Catena-X consolidates all
essential code and non-code artefacts for a use case into KIT’s

https://catena-x.net/fileadmin/ online media /
231006 Whitepaper KITs.pdf

23-Nov-23 13 Cofinitg-X
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Cofinity-X
Never Let a Good Crisis Go to Waste (W. Churchill)

Navigate your Supply-Chain with Catena-X, operated by Cofinity-X

SUSTAINABILITY AND
RESILIENCY REGULATORY REQUIREMENTS GEOPOLITICS AND INNOVATION

- —
el m

ECONOMICS

Perfect storm for suppliers, overwhelming their capabilities, capacity, budget
Collaboration models need to be inter-operable and capture the entire value chain

Sharing data is a matter of trust, sovereignty, and standards

14



Tractus-X KlTs

MaaS KIT

This is a preview for the manufacturing
as a service kit. This will be published
soon



https://eclipse-tractusx.github.io/developer

Cofinity-X provides new products and
services in an regular release cycle

October 2023

= Core Services & first commercial offers
= Golden Record Service

December 2023

= Trace-X Application

. = EDC & Simple Data Exchange as a Service

*

February 2024

= Value Added Services (GPDM)

= Digital Twin Registry as a Service

Cofinity-X



Eclipse Tractus-X

Open-Source-Community is developing applications for the Automotive ecosystem.

Vision/ Business
Mission Value(s)

— Scope for Standardization/Certification

Semantic Logic/
Models Schema
API
Specifications

— Conformity Assessment Criteria

Quick Deployment
Setup Guide Scripts

Tutorials/ Whitepaper
Videos (e.g., Context)

Business Access &
Processes Usage Policies
Sample Reference. Architecture
Data Implementation

Catena-X offers a dedicated set of tools to empower
and stimulate interoperable solutions for each step of
the customer journey.

https://eclipse-tractusx.github.io Cofinil:g-X
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Cofinity-X a

() HomE
< App Marketplace
MARKETPLACE
App Marketplace Solutions for Automotive Digital

service Marketplace Grow the network and Invite Business Partner
Marketplace Management inVite your bUSiness partnerS!

o} mﬂ[ﬁgo

DATA MANAGEMENT

D)

Semantic Hub

m
i

?3 Digital Twins

o

USER MANAGEMENT

App Access Management App Overview Sshowing 17 results Q, search app name

Identity User Management

X T B M

. . Technical User Management .
Cofinity-X
-
PARTNER NETWORK
All Traceability Sustainability Modular Production Business Partner Management Technical Enablement Business Value Organizational Enablement Circular Economy
IVI a r ket p | a C e O APPMANAGEMENT Quality Management

12

App Maintenance

D)

App Subscription MGT

SERVICE MANAGEMENT

Service Maintenance

Traceability

B f o

Service Subscription Mgt

&

APPLICATION REQUESTS

Coming soo

é"‘ BUSINESS PARTNER INVITE

SAP Business Networl Material ... ONCITE Digital Production Syst... Trace-X

enables the exchange of relationship With the ONCITE Digital Production System Open Source developed Traceabi
information by tracing serial numbers, batches, (ONCITE DPS) you ensure that you get the data application.

and components across organizations. streams and processes digitized.

Cofinity-X
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linkedin.com/in/mbuchhorn/

Let’s connect
and start a o COfInltg )

¥ TN N
g reat e Where l{.\novatlon and collaboration meet

At

. 15'

together.

Matthias (Buchhorn) Buchhorn-Roth ®0) (He/Him) e Cofinity-x

operate a secure dataspace for the Catena-X global automotive

supply chain network to address pressing challenges like carbon @ Berufsakademie Berlin
emissions, circular economy, master data management, fraud

prevention

© 2023 Cofinity-X or an affiliate company. All rights reserved. C f. ° (
ofinity-
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